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( U )  Figure 21 . RED and BLACK CCTV electrical signal 
distribution system interface . 
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( U )  FIGURE 22 . Bonding of TSEC/KG-30 Family. 
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MICRO/MINI COMPUTER SYSTEM 

1 0 .  SCOPE 

( U )  10 . 1  Scope . The following is the complete criteria to be 
applied to desk top and stand alone micro/mini computer systems 
that process classified information in ships . 

( U )  20 . APPLICABLE DOCUMENTS 

* ( U )  20 . 1  Not applicable .  

* ( U )  30�  DEFINITIONS 

* ( U )  30 . 1  Not applicable . 

* 

* 

( U )  40 . GENERAL REQUIREMENTS 

( U )  40 . 1  Purpose and coverage . Prior TEMPEST or NAVSEA 
approval is not required for use of any micro/mini computer 
system in metallic hull surface ships or submarines . Only desk 
top and stand alone micro/mini computer systems listed in 
paragraphs 50 . 1  or 50 . 2  of Appendix D or Endorsed TEMPEST 
Products List ( ETPL ) may be installed in non-metallic hull 
ships . 

( U )  50 . DETAILED REQUIREMENTS 

* ( U )  50 . 1  General .  The requirements of TEMPEST-related 
installation criteria · and physical security installation 
criteria ( see 50 . 2 )  are separately grouped . 

--- -_ ·�-- ---� 
* ( U )  50 . 1 . 1  Primary power . I f  the computer system is not 

listed in Appendix D ,  50 . 1 , 50. 2 or 5 0 . 3  it shall be installed 
on RED primary power if RED power i s  available within the 
space . If not, the system may be installed on BLACK power, 
however the computer system shall not be powered from the same 
circuit breaker panel that powers BLACK modems or R . F .  
transmitters . This requirement i s  not applicable to non 
metallic hull ships . 

* ( U )  50 . 1 . 2  Shielded cables . Locally fabricated RED shielded 
cables shall be in accordance with 5 . 2 . 11 .  Cables 
interconnecting the computer components which are provided by 
the manufacturer should be shielded i f  available; otherwise, 
the unshielded cables may be used without modification . 
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* ( U )  50 . 1 . 3  Grounding. The power cable shall have a third 
wire or safety ground . No other ground is required for the 
system unless the equipment has provisions for installation of 
a bond strap , in which case a bond strap shall be installed . 

* ( U )  50 . 1 . 4  Cable grounding. Locally fabricated RED shielded 
cable shall be bonded to ground in accordance with paragraph 
5 . 2 . 14 . 19 .  

* ( U )  50 . 1 . 5  Interconnection . Computer systems interconnected 
to other CLIPS shall be in accordance with this standa.rd . ( See 
5 . 1 . 1  and 5 . 3 . 5 . 1 . 1 )  

* ( U )  50 . 1 . 6  Electrical Perimeter Barrier. The compartment in 
which the computer system is installed shall comprise an 
electrical perimeter barrier as defined in 3 . 14 .  When 
processing classified information, there shall be a sign 
stating "DOOR NOT TO BE LEFT OPEN WHEN PROCESSING CLASSIFIED 
INFORMATION" visibly posted on the inside of the space adj acent 
to the door . This requirement does not apply to non metallic 
hull. ships . 

* ( U )  50 . 1 . 7  Separation . The computer system shal.l. be 
installed a minimum of 3 feet from BLACK signal processors such 
as the foll.owing : 

a .  Radio transmitters and transceivers . 

b .  BLACK Modems and other modulating devices ,  such as 
AN/UCC-l ( V )  and CV-2460/SGC . 

c .  P/C radiotelephones with unfil.tered transmit audio 
lines ( see 5 . 1 . 11 . 5 ) .  

d .  Transfer switchboards having a direct connection to 
radio transmitters or transceivers , such as transmitter 
transfer, receiver transfer, frequency selection 
transfer, data transfer and FSK/RFCS . 

e .  A BLACK teletypewriter equipment with a send 
capability .  

f .  Control units used with radio transmitters or 
transceivers , such as C-1004 ( ) /SG and C-935l/WSC-3 ( V ) .  
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( U )  . ,  50 . 2  Physical security. Storage shall be provided for 
classifie� discs and tapes used with the system . I f  classified 
informat:!.on: _is resident in the computer when the compartment i s  
unmanned, � compartment shall be designated a secure remote 
area and meet the physical security requirements for that type 
space . 

340 

UNCLASS I FI E D  

. ' . . . . -- -

-, 

· · ·�· ... · ·.J· ' ·  _: .-. , 




