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4100

NOTETAKING SHEET 13.2

Process NAVMACS Incoming Messages
REFERENCE :

1. NAVTELSSIC 2D7.1D, NAVMACS V2 Computer Program Operator's Manual

NOTETAKING OUTLINE
A. Purpose and Function of TT-624 Teletypewriters (2)
1. Purpose
a. Print incoming messages at 300 lines per minute
(1) Addressed messages received on PRl (TT-624 #1)
(2) Non-addressed messages received on PR2 (TT-624 #2)

b. Also used to print operator-requested reports on unit specified
by the operator

2. Functions of controls and indicators
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Figure 13.2-1
a. AC POWER ON/OFF switch
(1) Located at top rear of printer
(2) Applies AC power

b. POWER ON indicator--When lit (white light), power has been applied.

C. PAPER FAULT indicator--When lit (red), paper is out, torn or jammed. ‘
d. PAPER LOW indicator--When lit (yellow), paper supply is low.
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4100
e. FORM FEED switch--When depressed, advances paper
f. ON/OFF LINE switch
(1) When depressed, indicator lights on either side show status

(a) READY indicator--When lit (green), printer is ready to
receive messages

(b) OFF LINE indicator--When lit (red), printer not operational
B. Screen Incoming Broadcast Messages
1. Command Guard List (CGL)
a. Entered into computer during initialization
b. Contains all addressees for which your command is responsible

c. Computer matches addressees on incoming messages to CGL, identifies
guarded addressees by printing CGL MATCH at top of printout

2. Wanted Message List (WML)
a. Entries made individually on CTTY to start computer search to recover

original messages received garble or incomplete, or missed

b. Provides computer with message channel identifier (CID) and channel
sequence number (CSN)

(1) Command: .ADD WML, (CID/CSN) (X) (X)

c. Numbers deleted from WML automatically if message is recovered
by computer

d. If message retrieved by other means, WML entry must be deleted
by NAVMACS operator

(1) Command: .DLT WML, (CID/CSN) (X) (X)

e. If a received message has been misplaced or a CGL match not picked
up, a copy may be retrieved from the computer memory when requested
before stored message is purged from memory.

(1) Command: .MSG (CID/CSN) (X) (X)
3. Screening procedures

a. Check message for garbles

b. Check message format lines for completeness

c. Check for missing messages using Message Summary Log (MSL)

(1) MSL automatically prints at the CTTY one-line log entries

showing disposition of each message received or entered into
the system
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(2) Use

(a)

(b)

(c)

(d)

MSL to check for the following:
Missing channel sequence numbers (CSNs)

1. Add CID/CSN of missing, garbled and incomplete messages
to WML

Flagged addressees for validity

1l. §$ = perfect match to CGL
2. ? = imperfect match
3. X = XMT or ZEN addressees with perfect or imperfect

match

Non-addressed heading

1. Check against CGL

2. Discovered CGL match may be retreived by using command:
.MSG (CID/CSN) (X) (X)

Messages requiring special handling

1. All high precedence/emergency action or fast reaction
drill messages must be advance (prerouted) IAW local
sop
a. Action addressees of PRIORITY or above

b. Information addressees of IMMEDIATE or above

2. Advance routed messages delivered to inrouter before
Watch Supervisor

3. Use most direct means to advance route
4. NEVER let original copy of message out of message center
5. After advance routing is completed, normal routing

will follow
6. Check for special handling designations

a. Sending station will notify you when a message
requires authorized personnel to receive

b. Notify Watch Supervisor

Cc. Monitor roll copy must be removed for SPECAT and
TOP SECRET
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‘ C. Log Broadcast Messages

1. New broadcast message log started each new RADAY

2. Broadcast logging procedures

a.

e.

i.

Place RADAY date at bottom right corner of log
Fill in first three digits next to first number as appropriate
Write broadcast channel CID in upper left corner

Draw a straight line above the first number used for new
RADAY and "X" out any number (s) used on previous RADAY

Message addressed to your command (CGL MATCH)
(1) Circle number on log and circle appropriate classification

Message NOT addressed to your command--Draw a single straight
line through the number on the log.

Recap message--Circle the number, circle appropriate classification
and write "RECAP" to the right of the classification symbol.

CANTRAN--Draw a single straight line through the number on
the log.

(1) Write BUST across the classification symbols.
Open or missed numbers

(1) Add to WML

(2) Leave number open on the log

(3) Notify Watch Supervisor of all missing numbers
Incompleted message/Number mismatch

(1) Complete message (through FL 15) not received

(2) Station serial number (SSN) in FL2 does not match that
in FL 15

(3) If addressed to your command, leave broadcast channel
nmber open and pass message to watch supervisor

(a) Write Opsig ZES1 (incomplete transmission) to right
of the classification symbols

(4) If not addressed to your command draw diagonal line through
the broadcast channel number
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k. Garbled Message

(1) Portion of or entire message is unreadable

(2) If heading is complete, and message is not addressed
to your command, draw diagonal line through broadcast
channel number.

(3) If heading is incomplete, or message is addressed to
your command, leave broadcast channel number open and

pass to watch supervisor.

(a) Write Opsig ZES2 (garbled transmission) to right
of classification symbols

1. Draw straight line under the last number received for the
RADAY

(1) "X" out any remaining numbers to be used on the next RADAY

m. File the log in the broadcast file on the top on the same
RADAY's traffic

D. Filing Broadcast Messages
1. File messages
a. File in proper broadcast channel file
b. File by CSN in numerical order
2. Prepare filler for CGL match messages
a. Record DTG
b. Record originator
c. Record CSN
d. Record message classification
E. Respond to System Alarms
1. -Alarms generated by the system are printed at the CTTY to advise
the operator of malfunctioning channels or devices. They are
preceded by bells and an exclamation point.
a. | DEVICE/CHANNEL CODE (BI1, BI2, PRl, PR2) INOP
(1) Meaning--Device indicated did not respond properly the
last time the system tried to use it, or no traffic has

been input on an UP broadcast channel for more than 30
seconds

13-2-6




4100
(2) Action

(a) Check broadcast status and verify printers are on line,
operating normally

(b) Turn on backup printers as necessary
(c) Check broadcast input
b. ! PRl + PR2 DOWN hhmm
(1) Meaning--Both printers in a down status at the same time

(2) Action--Bring one printer up as soon as possible to avoid
an overload condition

c. | BCST INPUT SUSPENDED hhmm
(1) Meaning

(a) Computer system is in an overload condition and both
printers are down. L

(b) hhmm h = hour digit
m = minute digit

(2) Action--Reroute the broadcast to backup printers until
one of the printers is up and the backlog is cleared

(a) Patch in the available low-speed units on the SB-1210
patch panel

d. ! BCST INPUT RESUMED hhmm

(1) Meaning--One printer is up and the system is out of overload
condition

(2) Action--Reroute the broadcast channel(s) back to the
NAVMACS system

e. ! PWR FAULT hhmm - RPL TIM

(1) Meaning--NAVMACS has resumed operation automatically following
power failure

(2) Action

(a) Press the FAULT POWER/CLR switch on the UYK-20 control
panel
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(b) Replace TIM on CTTY by typing command:
.RPL TIM ddhhmmZz MON yr (X) (X)

(c) Check need for additions to WML
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ACK

ADD

AN/UYK-20

ARQ

CAN
CANTCO
CANTRAN
CID
CGL
CGL MATCH
CLR
CSN
CTTY
Ccup
CUDIXS

GARBLE

LK

MSL

NAK

Narrative Message

NAVMACS

NECOS

NON-ADDR

OMN

NAVMACS GLOSSARY

Indicates OTO message acknowledged by Net Control
Station

Add command

NAVMACS central processing unit; standard Navy
minicomputer

Automatic repeat request limit on Link transmissions;

a system parameter

Cancel command

Cannot comply

Cancel transmission received on incoming message
Channel identifier

Command Guard List

Message addressed to addee on CGL

Clear command

Channel sequence number

Control teletypewriter

Channel up command

Common User Digital Information Exchange System

Unable to identify enough formal lines to screen
broadcast messages

Channel code for CUDIXS Link

Local Routing List printed on first page of each
incoming message

Message summary log

Indicates OTO Not acknowledged by NECOS

A standard naval message

Naval Modular Automated Communications System
Net Control Station

Broadcast message of no concern (nonaddressed)
CUDIXS Link éutput message number
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OON
OSRI

Parameter

Primary Subscriber

QRK

RPL
RRM
SATCOM
SID

Special Subscriber

SPP
SSN
Subscriber
TIM
TOF

TOR

TRA

WML Match

222

CUDIXS Link output OTO Number
Originating station routing indicator

A variable; a value that controls decisions in
NAVMACS Operation

A CUDIXS subscriber that can send narrative messages
on the Link but cannot receive them

Threshold recognition command code; a system
parameter

Replace command

Rerun mode command

Satellite communications

CUDIXS subscriber identification number

A CUDIXS subscriber who receives narrative message
traffic as well as sends it

System parameter page command code

Station serial number

A station that joins the CUDIXS Link
Command code for time in hours and minutes
Time of file

Time of receipt

Time of transmission

Command code for transmit message

Wanted Message List

Broadcast message on WML

Imperfect match on WML

Perfect match of CGL and message address on WML

MSL printout indicating operator alert
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PROGRESS CHECK 13.2
Process NAVMACS Incoming Messages

DO NOT WRITE ON THIS PROGRESS CHECK--ANSWER THE FOLLOWING QUESTIONS ON A
SEPARATE SHEET OF PAPER

1. What is the purpose of the TT-624 line printer?

2. What is the function of the AC POWER ON/OFF switch?

3. What is the function of the PAPER FAULT indicator?

4. What switch setting controls READY indicator illumination?

5. What is the CGL used for?

6. What is the purpose of the WML?

7. What actions are required to locate and retrieve missing messages?
8. What does the dollar sign indicate?

9. What action does the operator take when a message is incomplete?
10. What action does the operator take when advance routing messages?

11. What actions are received and/or taken by the operator when checking
for special handling designators?

12. Which messages require logging of classification?

13. When do you start a new broadcast log?

14. When do you prepare a filler?

15. How do you file broadcast messages?

16. What operator action is required by the alarm ! BCST INPUT RESUMED hhmm?

17. What operator action is requied by the alarm ! DEVICE/CHANNEL CODE
(PR1, PR2/BIl, BI2) INOP?
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4118 WPC-842/1ST REG/D-15
ASSIGNMENT SHEET 14.1

Introduction to Watch Station Qualifications;
Watch Station Qualification and Evaluation

INTRODUCTION

During the final two weeks of the course, you will be evaluated to determine
your ability to function as part of a watch section in both sea and shore
watch station positions.

LESSON TOPIC LEARNING OBJECTIVES

3.0 Given a practical application laboratory configured as a secure afloat
or ashore communication center; controlled access to the space; classi-
fied material consisting of publications, instructions, cryptographic
keying material, and crypotgraphic equipment; message drafts classified
for training purposes only; stowage containers; burn bags; vistors'
log; inventory sheets; and classification stamps and stamp pads, COMPLY
WITH ALL SECURITY REGULATIONS GOVERNING CLASSIFIED MATERIAL including
access to, handling, dissemination, storing, inventorying, and disposing
of classified material, during the performance of watch station quali-
fications in accordance with the following publications: OPNAVINST
5510.1 and 5510.45, ACP 121 US SUPP-1, ACP 122, CMS 4, KAG-1, NTP 5,
NTP 7, NTP 4, and NWP 4.

4.0 Given a practical application laboratory configured as a secure afloat
or ashore communication center, send and receive teletype equipment,
DC and audio patch panels, crypto devices, converters, antenna patch
panels, HF transmitters, HF receivers, UHF transceivers, and patch
cords; SET UP FIVE COMMUNICATION SYSTEMS including the NOVEMBER, CHARLIE,
GOLF, ROMEO, and SIERRA systems, in accordance with COMNAVTELCOMINST
C2796.1. Each system must be set up and operational within 25 minutes.

5.0 Given a practical application laboratory configured as a secure afloat
or ashore comunication center, COMPLY WITH ALL SAFETY PRECAUTIONS
prescribed in current volumes of "Safety Precautions for Afloat Activi-
ties"™ and "safety Precautions for Shore Activities"™, while performing
Radioman tasks. Safety practices will be evaluated as a direct part
of all laboratory and watch station activities.

6.0 Given a practical application laboratory configured as a secure afloat
or ashore communication center, tapecutting equipment, send and receive
teletypes, IBM Correcting Selectric III Typewriter, outgoing message
drafts, DD-173 OCR Joint Messageform, Julian calendar, outgoing message
log, broadcast checkoff log, broadcast files, file of incoming messages,
central message log, command guard list, internal distribution guide,
rubber stamps and stamp pads, DD-173 Template, communication center
message file, general message file, blank fillers and Columbia file
binders; PROCESS MESSAGE TRAFFIC AT WATCH STATION POSITIONS including
tapecutter, outrouter, broadcast operator, inrouter, reproduction-
distribution clerk, file clerk, and DD-173 OCR Joint Messageform prepa-
ration in accordance with the following publications: ACP 121, ACP
126, ACP 127, NTP 3, NTP 3 SUPP-1, NTP 4, NWP 4 or JANAP 126.
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7.0 Given a practical application laboratory configured as a secure afloat
or shore communication center, messages with corresponding tapes in
ACP 126, Modified ACP 126 or JANAP 128 format, circuit logs, send
and receive teletypes, cryptographic equipment, radiotelephone equip-
ment, voice messages, NAVMACS V-2, command guard list tape, incoming
link and broadcast messages, release program tape, internal distribution
tape, NAVMACS V-2 parameter values, and a broadcast file; OPERATE
COMMUNICATION SYSTEMS including radiotelephone, radioteletype, and
NAVMACS V-2 Automated system in accordance with the following publi-
cations: ACP 100, ACP 112, ACP 113, ACP 121, ACP 126, ACP 127, ACP
131, JANAP 128, NTP 4, NTP 5, and NAVTELSYSIC 2D7.1D.

STUDY ASSIGNMENT

Review evaluation checklists following this lesson
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NOTETAKING SHEET 14.1
. Introduction to Watch Station Qualifications;
Watch Station Qualification and Evaluation
REFERENCES :

1. OPNAVINST 5510.1, Department of the Navy Information Security Program

Requlation
2. COMNAVTELCOMINST C2796.1, Shipboard Communication Systems Quality
Monitoring
3. SERVSCOLCOMSDIEGOINST 5510.1, Emergency Action Plan for Communication
Security Material
4., SERVSCOLCOMSDIEGOINST 5100.1, Equipment Tag-out Bill
5. ACP 112, Task Organization Call Sign Book
6. ACP 112 Supp-1(A), Task Organization Call Sign Book
7. ACP 113, Call Sign Book for Ships
8. ACP 126, Communication Instructions Teletypewriter (Teleprinter)
9. ACP 131, Communication Instructions Operating Signals
10. JANAP 128, Automatic Digital Network Operating Procedures (AUTODIN)
1l. NTP 3, Telecommunication Users Manual
12. NTP 3 SUPP-1, Plain Language Address Directory
13. NTP 4, Fleet Communication
14. NTP 5, Voice Communication
15. NTP 6 SUPP-1, Recommended Frequency Bands and Frequency Guide

. NOTETAKING OUTLINE
A. Performance Evaluation
1. During the final two weeks of the course, you will be evaluated
to determine your ability to function as part of a watch section

in both sea and shore watch station positions

a. Watch stations simulate real-life communication center situa-
tions

(1) Enable you to put together the individual tasks you have
learned in the classroom and through laboratory application

(2) Divided into three main areas

(a) Systems set-up (Sea watch stations only)

s

. HF Multichannel Broadcast (November system)

2. Covered Full-Duplex HF Teletype (Golf system)

3. Covered Full-Duplex UHF Teletype (Charlie system)
4. UHF Wideband Secure Voice (Romeo system)
‘ 5. HF Narrowband Secure Voice (Sierra system)
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(b) Systems (circuit) operation
1. Radiotelephone
2. Radioteletype
a. Task Group Orestes
A. Sea watch station area only
b. Primary Ship/shore
C. Full Period Termination
(c) Message Processing
1l. Inrouter

Reproduction/Distribution and File Clerk

I
L]

Jw
L]

Broadcast Operator
a. Sea watch station area only
4. Tapecutter

5. Outrouter

a. Sea watch station area only
6. DD-173 OCR Joint Messageform Preparation

(3) Security and safety procedures are an integral part of
the performance tests

(4) The instructor will act as the watch supervisor and evalu-
ator

b. Three simulated communication centers in operation
(1) USS STODDARD - Room 108
(2) USs MULLINNIX - Room 108

(3) NAVCOMMSTA SAN DIEGO - Room 120
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B.

MESSAGE FLOW

QUIGZING
ouT TAPE CIRCUIT ouT REPRO/ FILES
ROUTER ¥ CUTTER GPERATOR ROUTER pIsT [—¥
PROOF
READER
INCOMING
IN REPRO/
ROUTER ™ bist FhEES

CIRCUIT
OPERATORROR

SUPVR _4 NCP

Figure 14.1-1
Performance Evaluation Administration

1. Each student will be evaluated at each watch station within one

of the shipboard communication centers, and in the shore communi-
cation center

a. An evaluation checklist will be used by the instructor for
each shipboard/shore watch station position

b. Each step on the evaluation checklist must be satisfactorily
completed

(1) Computer graded answer sheets will be used to record
the performance of each student

(2) Score achieved on the first formal evaluation will be
entered into students record

(a) Used for determining students final class standing
(3) Student will be reevaluated on any missed step(s)

(a) All steps MUST be satisfactorily completed before
a student is evaluated in a different watch station

c. As a performance evaluation is satisfactorily completed,
you will be rotated to a different watch station position
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2,

| 4

d. Graduation from the course is dependent on satisfactory com-
pletion of ALL performance evaluations .

SAFETY is paramount in all watch station performance activities
a. DO NOT attempt to fix any equipment
(1) Notify instructor of equipment failures

b. During orientation tour of the communication centers pay
particular attention to

(1) Location of equipment power panels
(2) Location of main power panels

(3) Location of aids to remove personnel who are in contact
with an energized circuit

(4) Location of fire extinguishers

C. Tour of Simulated Communication Centers

1.

Upon completion of this lesson you will be given an orientation
tour of the simulated communication centers

During this tour the instructor will

a. Demonstrate method of entering and exiting communication
centers

b. Point out location of access lists and visitors log

(1) ONLY instructors are authorized to log visitors into
the communication centers

c. Point out location of emergency equipment
(1) Including power panel locations
d. Point out watch station positions

(1) Including location of status boards for use in system
set up and circuit operation

e. Demonstrate procedures for removing a person who is in contact
with an energized circuit

*U.S. GOVERNMENT PRINTING OFFICE: 1984-784-994/3347
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