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INTRODUCTION

This folder is designed to provide you with information that will assist
you in performing the duties you will have during your three weeks of
watchstanding on the Prac-Deck. At your first opportunity read all of
the enclosed iInformation and Job sheets thoroughly and carefully.
REMEMBER, IT WILL REFLECT ON YOQUR GRADE.

You are personally responsible for the contents of -this folder whi}eﬁyou_
are assigned to the Prac-Deck. STUDY IT THORQUGHLY BOTH ON AND OFF WATCH.
Do not write in or mutilate it in any way. BERING IT WITH YOU EACH TIME

‘YOU HAVE A WATCH.

When you are on watch, you are encouraged to refer offen to the appropriate
Information and/or Job sheet that covers your particular assignment.

It should answer many of your questions. If it doesn't, feel free to ASK
your instructor. ' o o

You will be graded on your performance during the last two weeks of your
watches. You will be informed of your grade at the end of each waich.

REMEVMBER - Your three weeks of watchstanding on the Prac-Deck are designed
to help you become familiar with shipboard communications systems and
procedures. It may very well be your most valuable and xyewarding three
weeks at RM "A" Schoel. Like anything that's worthwhile, the more you
put into it, the more you will get out of it.

Your final grade from the Prac-Deck will be added to your grade from the
first eleven weeks of the school. The Prac~Deck grade is worth 30 points.
These 30 points are broken down in this manner:

Circuit construction and block diagram 10 points
Circuit operation 10 points
Adninistrative performance 5 points
Circuit maintenance (troubleshooting) 5 points

TOTAL: 30 points
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PRAC DECK SENTRY

INFORMATION SHEET

A. INTRODUCTION

1. As Prac-Deck Sentry, vyou have a job which 1s more than just a drill. You
are assigned to protect actual classified materizl. Mistakes on the Prac-
Deck, such as a teletype circuit operator might meke, can be tolerated
vecause the circuits are drill circuits only. As Sentry, however, your
mistakes can be very harmful to the security of the United States. Learn
your duties and stand a taught watch. :

2+« Your duty as Sentrv will be for one-half of vour watch only. You will be
assigned duties of Write-up man during the other half, '

3. Sometime during your watch you will be tested on construction of the
FOXTROT system. :

B. SUBJECT MATTER

STEP 1:

STEP 2:

STEP 3:

STEP 4:

Reéd quickly the remainder of this sheet and the Standing Orders
for the Prac-Deck Sentrv. ' '

Maintain the physical security of the Prac~Deck, utilizing procedures
given in the Standing Orders. Maintain the Sentry Log in accordance = —
with general Navy standards.

Apprehend anyone whc attempts to break physical security. Report
such attemots to the section chief,

When properly relieved, not before, sign out in the log. Clean up
the area before you leave.

YOU WILL BE O3SERVED IN THE PERFORMANCE OF YOUR DUTIES AS PRAC-DECK SENTRY.

-t

PAGE TWO



l. This information sheet is designed to provide you with the information
needed for your assignment as messenger of the watch. The messenger is a
vital link in naval communications. Messages arrive at your station over
some very complicated circuits = they still need to be hand carried, by

you the messenger, to the officer who will take action or needs information
on the messages you receive, '

2. Sometime during your watch you will be tested on the construction of the
FOXTROT system.

SUBJECT MATTER

1. After a message has been written up, or in the case of FLASH or IMMEDIATE
messages (which are routed in the rough), the in-router will give the message
to the messenger, who will route it to the officer(s) indicated at the
bottom of the message.

2. Upon approaching an officer with a message, the messenger should inform
him that he has a message, either action or info, to his department. Also
state the precedence and classification of the message. EXAMPLE: A message
of priority precedence, confidential, about spare parts for a radar repeater
would be action to the supply officer. Upon approaching the supply officer
you should pass the following infos: "S$ir, I have a priority classified
message action to your department.”

3. Normally, the instructors will act as the shipboard officers, however, we
occasionally have student officers on watch acting as the Communication
Watch Officer (CWO). If this is the case, all messages will be routed to

the CWO first; he will check the message for accuracy and initial it in

the appropriate space provided in the internal routing block. Then route

the message to the action or releasing officer. After the message has been
routed, return it to the in-router.

4, There are two message boards provided for routing. One is marked
CLASSIFIED and one marked UNCLASSIFIED. Always make sure you use the right
board and if more than one message is being routed, make sure the messages
of higher precedence are on top.

5. If you have any questions during your watch -« ask the instructor.
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The

STANDING ORDERS FOR THE
PRAC DECK SENTRY

Prac Deck Coordinator
Prac Deck Sentry

Prac-Deck Sentrys duties of

Prac-Deck Sentry, under the cognizance of the Prac-Deck section chief,

is directly responsible for the physical security of the Prac-Deck.

2.

The

Prac-Deck Sentry shall control access to the Prac-Deck in accordance

with the following guidelines:

3e

A,

Check all persons desiring access to the Prac-Deck to determine whether

they have in fact been granted access:

The

A.

l. Staff (instructors, maintenance mefh, and administrators) have blue
badges with pictures. Ensure picture on badge agrees with the face of
wearer. If a staff member does not have a badge, he may still be
admitted by comparing his ID card with the Prac<Deck access listings
Some staff members do nct have badaes, and it is duly noted on his/
her access card.

2. Visitors should be directd to the Prac-Deck office where, if they
are quallfled to enter, they will bz issued a pink badge. The fact
that a man has a pink badge dees not grant him access. He must be
authorized by the Crypto Security Officer, Director RM "A" School,

or the CO Service School Command. All v1s1tors must be logged in

and out.

3. Student Personnel

(1) Students are authorized entry to the Prac-Deck by an access
list posted near the Sentry Desk. Before granilng accéss, you
must check the signature on the students ID card with his signature
on the access list. This must be done gach time enitry is granted,
whether the students are initially coming on watcéh or whether they'
are returning to watch after a break or head call.

(2) Aftsr the class has initially assumed the watch, each time a
student leaves the Prac«Deck for any reason, you are required to
see that he signs out in the "Check Out/In Log" provided. When
he comes back he must log his time of return,

Prac~Deck Sentry shall maintain the physical security of the Prac-Deck:

Printed material and equipment

2
l. Prevent all trainees from bringing mail, bobdks, or periodicals
into the Prac-Deck.

2+ Prevent all trainees from removing any publicationsg notes or
equipment from the Prac-Deck unless under the direct supervision of
a staff member.,

3+ Prac-Deck staff members are allowed to enter or leave the Prac-Deck
PAGE THREE



TITLE: DUTIES OF THE COMMUNICATIONS MESSENGER
INTRODUCTION

l. This information sheet is designed to provide you with the information
needed for your assignment as messenger of the watch. The messenger 1s a
vital link in naval communications. Messages arrive at your station over
some very complicated circuits - they s5till need to be hand carried, by
you the messenger, to the officéer who will take action or needs information
on the messages you receilve. '

2. Sometime during your watch you will be tested on the construction of the
FOXTROT system. ‘

SUBJECT MATTER

l. After a message has been written up, or in the case of FLASH or IMMEDIATE
messages (which are routed in the rough), the in-router will give the message
to the messenger, who will route it to the officer(s) indicated at the
bottom of the message.

2. Upon approaching an officer with a message, the messenger should inform
him that he has a message, either action or info, to his department. Also
state the precedence and classification of the megssage. EXAMPLE: A message
of priority precedence, confidential, about spare parts for a radar repeater
would be action to the supply officer. Upon approaching the supply officer
you should pass the following info: "Sir, I have a priority classified
message action to your department."”

3. Normally, the instructors will act as the shipboard officers, however, we
occasionally have student cofficers on watch acting as the Communication
Watch Officer (CWO). If this is the case, all messages will be routed to

the CWO first; he will check the message for accuracy and initial it in

the appropriate space provided in the internal routing bleck. Then route

the message to the action or releasing officer. After the message has been
routed, return it to the in-router.

4+ There are two message boards provided for routing. One is marked
CLASSIFIED and one marked UNCLASSIFIED. Always make sure you use the right
board and if more than one megsage is being routed, make sure the messages
of higher precedence are on tops

5. If you have any guestlong during your watch =~ ask the instructor.
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INFORMATION SHEET

TITLE: INSTRUCTIONS FOR THE OUT-ROUTER

INTRODUCT ION

1+ This information sheet is designed to assist you in performing your duties
as Qut-Router. It contains information on inventory, publication use and
maintenance of publicationss

2. Sometime during your watch vou will be tested on construction of the
GOLF system.

SUBJECT MATTER

l. Inventory: Immediately upon assuming the watch you will inventory

all publications, using the standard waich-to-watch inventcry sheet.

Sign your name upon completion of the inventory and inform your instructor
of any discrepencies,

2. Repair of Publicationsg: When a publication has loose or ripped pages,
immediately effect repairs. Use scotch tape or paper re-enforcements.

3. Use of Publications: Publications you must use for normal traffic
handling are listed below. On all incoming voice messages you must break
the call signs. On outgoing voice messages you must assign call signs.

On outgoing AUTODIN teletype messages you must assign routing indicators
to all the actlon and info addees. After you have broken or assigned the
necessary call signs or routing indicators, return the message to the in-
router.* There are many publications on vour ship other than those listed
here. During your spare time, browse througn them and try to get familiar
with their contents.

JANAP 119 - VOICE CALL SIGNS (Ex. JAGUAR)

ACP 1fP series ~ ADDRESS GROUPS, AIG's, CALL SIGNS,
ETC...(Ex. EWBH)

ACP 112 - TASK ORGANIZATION {Ex. T&T0O)

ACP 113 - SHIPS' CALL SIGNS (EX. NBIO)

ACP 117 - SHORE COMMAND ROUTING INDIGATORS
(Ex. RUCGRMA}

FLEET LOCATOR - MOBILE AND SHIPS ROUTING INDICATORS

GEOGRAPHICAL LCCATOR LIST LOCATION OF MAJOR COMMANDS

1

*NOTE: Avoid a security compromise. Do not list a classified call sign or
address group with its breakdown on the same piece of paper. Use a seperate
sheet and paper clip it to the message.
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TITLE: DUTIES OF THE WRITE-UP MAN ON THE PRACDECK
INTRODUCTION

1, This information sheet is designed to provide vou with the information
necessary for you to perform your assignment as wrlte-up man on the Prac-
Deck. Written~up copies of messages must be CORRECT and NEAT. Speed in
writing up is important, however, it is secondary.

2. Sometime during your watch you will be tested on construction of the
GOLF system.

SURJECT MATTER

1. All messages to your station must be written up in a standard form
prior to routing with the exception of FLASH or IMMEDIATE traffic, which
must be routed in the rough. After being routed in the rough,; they will
be written up with a notation placed at the bottom center of the message
blank "R in R." (Routed in the Rough).
2. a. Outgoing messages will normally arrive in radio central released
and ready for transmissions

be Incoming megsages may be received with call signs in the headings,
operating signals, garbkles, etc. Call signs and other communication data
mean nothing to non-communication personnel. They must be broken down by
the out-router and their meanings typed on the message blank in their place.
As for garbles, underline the garbled portion cn the message blank and make a
notation at the bottom "UNDERLINZD PORTION AS RECEIVED WILL SVC UPON REQUEST."
If you have any doubts as to garbles, abbreviations, etc., check with your
instructor before you write the message up. Make no attempt to figure ocut
garbles.

3+ The write~up man will select the message from the write-up basket
with the highest precedence and write it up. When it has been written up,
return it, along with the rough, to the in-router.

4, By following exactly the example message on the following pages, you can

perform your duties as write-up man with the high degree of realibility
required by Naval Communications.
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- JOB SHEET

TITLE: HESSAGE #RITE-UP

IHTRODUCT ICH

Thig job sheet will provide you with step by step procedures in wrltlng up
messaces on the Prac-Deck. Follow it carefully.

SUBJECT “ATTER

l. Select messaye from write-up basket.

2« Check classification and select one page of the proper message blank for

write-up.

3. Place the message blank in the typewriter.

4, Refer to the sample message attached and the legend below and type up the
message with infermatien prowvided on the rough copy.

BLOCK -

TYPE

oI N

k, ‘
TRZ L0~ DY

1}a
lib
12a
12b
12¢
13

14

16
17

18

Name and rank of officer who released the message {outgoing only).
Name and rank of person who drafted the message {outgoing only).
Leave blank.
If a message 1s too long to type on one sheet, additional sheets
must be used and numbered accordingly. Example: Message
reguires 3 sheets. The first would be numbered-
Page of Pages, next Page of Pages, and Page of Pages.

1 2 2 3 I 3
Date, Month and Year that message is being written up.
TOR/TOD - taken from rough copy.
Leave blank. .
Leave blank.
Number from ceniral message log - taken from rough copy.
Date-Time-Group from message heading.
Precedence of message. Precedence for action addees.
Precedence of message. Precedence for information addees.
Prosign FM: Followed by name of originating station.
Prasign TO: Followed by action addees seperated by a slant sign.
Prosign INFG: Followed by info addees seperated by a slant sign.
Text of message, double line feed starting with the classification.
The classification will be doukled spaced, when appropriate.
Means by which message was received or transmitied.
R in R (Routed in the Rough). Only when message has been R in R,
Write up man's personal sign preceeded by WU (write-up).
Internal routing from rcough copy. Indicate Action officer by
(A) and Drafter by (D).
Date-Time~Group of message.

T

5, Initlal rough copy and indicate it has been written up. (Ex. WU/SDK)

Return hoth rough copy and write up copy to the in-router.

PAGE EIGHT
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NAVAL MESSAGE

UNCLASSIF IED
RELEASED BY DRAFTED BY PHONE NR. PAGE OF  PAGES
(1) (2) (3) 1 1 (4)
DATE (5) 1 TOR/TOD  (6) OUTED BY (7) CHECKED BY (8)
13 Jun 72 13/d@39z2
MESSAGE NR DATE-TIME-GROUP PRECEDENCE ! FLASH { IMMEDIATE { PRIOR |ROUT
(9) (14) ACTION 1la XXX
129 1202357 JUN 72 fINFO 11b XA XX
12a  Fis USS KEPPLER
12b  TO: USS WASP / USS ENTERPRISE / USS NEVERSAIL / COMDESRON 24
12¢ INFO:  USS RUBERT K HUNTINGTON / CTG 2.1 / CTU 2@.1.2

{4 LINE FEEDS)

13 UNCLAS //Npa632//
SUEPLY MATERIAL
1 BAG OFFICE WATERIAL NR 2@71 DEPARTED THIS DAY ON UNITED FLT 462
FOR SDIEGO REQ. .$$% !) (85 -B ~84£945
**¥UNDERLINED PORTION AS RECEIVED, WILL SVC UPON REQUEST
QUT oG
(14)  INCOMING VIA CKT 44 (12) (16) Wu/sDB
DISTRIBUTION ~..
(PAGE ONE ONLY) . DATE-TLME~GROUP
(17) . (19)
co X0 OPS comi®  supp(a) 1222352 JUN 72
UNCLASSIFIED
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INFORMAT)

TITLE: DUTIES OF THE FILE CLERK:

INTRCD

l. This information sheet is designed to p
need to perform vyour assignment as file cle
your files must be maintalned in the correc
find any one particular message, ouit of per
during the course cf one radio day. A radic
file system, should be able to locate any m
two minutes or less.

2, Sometime during your watch you will be
GOLF system.

SUBJEC

1. After a message has been written up and
will place 1t in a file basket. The file cl
the appropriate place in his files.

2. There are two file boards you will be
CURRENT month and one for the PREVIOUS mont
watch on the 15th of June. All messages wit
will be filed on the CURRENT months board.
with DTG's beginning with 16 thru 31, which
current month. These messages will be filed

3. Messages will be filed in DTG order. Lo

the latest on top.

4. Prior to filing messages, snsure that:
A. Outgeing messages have a releasing
B: WMessages have been initialed by the
appropriate.

5. You should be able to locate any messag

or less.

6. Assist the write~up man during peak tra
7. Just prior to the end of your watch giw
for evaluaticn.

8. If you have any questions as to your du
your instructor.

9. At the end of the ZULU day, obtain the
the file cabinet and follow the instruction
filing procedures.

ICN SHEET

HCTION

rovide you with the information you
rk on the Prac-Deck. All of

Tt order to make it possible to
haps hundreds that were handled,
man, with a neat and complete
essage held by his station in

tested on construction of the

T MATTER

routed internally, the inercuter
erk then files the message in

responsible for. One is for the
h. For EXAMPLE: You are wn
h DIG's starting @1 thru 1% JUN
You will also receive messsgss
cannot possibly ke of the
on the PREVIOUS month's board.

west DTG's on the bottom and

SIGNATURE .

action 6fficer or drafter, as

e in your flles in two minutes

ffic periods.

e both boards to your instructor

ties during your watch, ask

appropriate file folder from
s on the folder as to the correct
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TITLE: IN-ROUTER
N
INTRODUCTION

1. This information sheet is designed to give the in-router the information
that he needs in order to properly process‘incoming-and'putgoing messages.

2, Sometime during your watch you will be tested on censtruction of the
BRAVO system.

SUBJECT MATTER

1. INCOMING MESSAGES

A. Upon receipt of an incoming message from any of the circuits on the

ship you will be reguired to:
i. Check the message for rorrectness (header, heading, text, ending
proper operator endsrssment, relay instructions).
2. Assign messages number from the central message log and fill in a
much information zs possible. _
3. Route to ocutercuter tc break all call signs, if necessary.
4. Fill in additicral information on the central message leg and as

internal routing. An "Internal Routing Guide" is provided.co—xo—-ofs

H

S

sigf
e A '

5. If the message is immediate or above, have the messenger route the
message immediately in the rough. If the message is priority or below,

pass it to the writs-up man for write up.

U 6. Pass the message to the messenger for internal routing.
7.
central message log in the file column,

8. Give the messzge to the file slexk for proper filing.

Check the message for completed routing. If complete, initial the

9. After internal routing of an immediate or flash message, complete

steps 5 thru 8.

14. If the message is from %he broadcast, return rough te the broadcast

operator.
immepA7a ol «f Hhs Te 8 ROUTED Twies
2. OUTGOING MESSAGES
' A. Upon receipt of an sutgoing message from vour command, you will be
required to:
1. Verify reieasing officers signature. If not released, route to
releasing cofficer before taking any further action,

2. Check mesgsage for completeness - classification, precedence, addees...

3, Assign dzle=ftime=group.

4. Leg in central message log.

5. Assign station serial number. if required (AUTODIN cirycuits).
6., Assign to cirsuiiis).

7. Assign internal routing. O xO e o @)

8, Pass message to cut-rcuter for call signs or routing indicators.

hard)

9. Out-router passes message back for vou to check for proper use of

call ‘signs or routing indicators {(i.e. international call signs are
used for a voice circuit),

1f. Give message to messenger to deliver to proper circuit operator.

not

11. After message has been sent and receipted for, circuli cperatoranrc|4n
— will return it to you (keep track of messages}. Check operators S |iAu

endorsement and enter TOD{s} on central message log.
12. Pass message tc wriits-up man for write up.

PAGE ELEVEN
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IN-ROUTER {(con't)

13. Pass the message to the messenger for internal routing.

34, Upon completion of the internal routing, check the message again,
If the internal routing ls complete, pass the message to the file
clerk to be filed in the Communlcation Center files. Then initial the
file block of the central message log.
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MESSAGE PROCESSING SYSTEM

which are originated by, or addressed to the:ship or:any embarked unit, or
intended for relay to other ships or units.. This- task inclides internal and

external routing, preparation for transmission, transm1ssxen, reception, logglng,

checking, flllngﬂ reproduction and distribution.

2. Haen vou are assigned this duty for .grade (ADMIN) you will be required to
prdcess two incoming and one outgoing messzge. '

PAGE THIRTEEN

1. The message processing system is the cycle qf 1ngdm1ng and outgoing messages

3. Refer to the "Messdage Process 3100k Disgramg". and -other appxluable pages o |
in this foldeh for sssistance in performing these dutlns' : -
. . |
S Lo . |
4. Your instructor will simulate sending and recelvlng the messages, however, -
you are responsible for perfcrining correctly the remalning dutles contalned
in paragraph one above. y :
MEGSAGE PROCE&SING BLOCK DIA&RAM
INCOMING | . OUTGOING
st crves sessace 10 . GIVEs ROUGH' [ivst [ V¥ ey &LwNG
4 3 MESSAGE - Cz)q.-q: %GM:T’#)Q&J
it T/E HITH TCR COPY -OF MG | <eR
| &ﬁ‘ EcoPE ™, T/E o :"‘f“ ]"’""fi-=-'fd:rrc., ss4 la / Wwd\ ex7 |
_ 1 P _ ' SRR o INT-Ro s :
..'."' 1 w06 TR 1 ;
INiED R | PRIORITY R !
HIGHER OR BELOW oW <
CReure T L ' o pOK e o
' # | 15k bt o YorER ] *INSTL :
] KSR B il St ;
; ' et : ﬂf T
g LW
1S aer | MSGR - ey
e MESSAGE S P w“:ﬂ:
LW : : CTe e
C - : S
1/R lm“tﬁ*fs%b“‘ /R S e
h - Rout 146 - . . e e
~ i :
RFC RFC LT e e
1 Ve _ S .+ -|REC
Inform instructor when you have completed prbdessing'df.eéch~me53age.
-



TITLE: TELETYPE CIRCUIT GPERATION -

“This’ information sheet is desighed to-agsist § orming your duties as
TTY oircuit operator on the FractDeck. Proper circuit operation and observation
of circuit discipline is a must for the smooth flow of traffic on your circuit.
Read this sheet carefully. If you have any questlons, ask your instructor.

SUBJECT MATTER
I;‘ AUlQ)lN CIRCUITS

“.A-&"Outgpnng messages:

’ gpl._ Upon” recelpt of an ou+g01ng negsage from the in- router, the operator
will cut a tape of the message using JANAP-128 procedures. See page
17¢for a sample MESSAGE .

2, When cutting your tape, your machine must be 1n the K- TorT
;pQSltLOG and the red REC button depressed. :
3. ALl tapes must be checked- by your instructor before transmission.
4. Prlor to transmission of the message the operator. must give the
frer91v1ng sbatlon a Drei¢m1navy cal? indicating he has a message for
N tranqmlsslon._(ﬁxampla. 5 sp 2 cr .1 1f g1412 NIGC-DE NBIO P K 2 cr 1 1f).
- B, When you_ have reaelved a K (go ahead) - from- the ‘receiving statlon,_

ﬂfplace your . tape in the TD, give a- prellmlnaxy call (Example Hosp 2. cr ~

1 1f Bi42Z NIC DE NBIO 2 ox 'l 1f) then send your message.. ,
by ‘Log’ tbe mESaage LTIG on your transmit circuit-.log adwaﬂent to the
chanpel fAumier that you used (i.e. @15 131836Z).
7. When Lne shore station has receipted for:the messages ‘place a TOD
on the TTY Copy, . leave carbon copy on the. TTY: (Thls is your OFFICIAL
"-fﬂ4q6) Return mﬂssaqe rough and original TTY COpy “to- the incrouter.

é-"+ncgm1ng messaces: :
1y Upon receipt of a message, check it throughly (header, heading,
"-text and Lndlng) for completeness.
7+ When it is-complete and correct, acknowledge receipt of the message .
{(Exampie: ﬁJSLL NTC DE NBIO R AR w~or-- Message: ldentlflratlon can be
‘used,-i.e. R 1319227 AR).
3, Log the m955qoe DTG on your recelve circuit log adJacent to the
_ channel numpber that the transmitting station used (i.e. ﬁ24 1319222 ).
. -4 ‘Place a TOR on ths ITY copy of the message. Tear: off the original
©- TT¥:copy, leave carbon copy on TTY (Thle is your OFFICIAL LO&) Pass
:the message to the in-~-router.

1i. NON«AUTODIh CIRVUITﬁ

A Out901nq mosqaqer :
© 1, Upon raceipt ¢f an outgeing mesaage from the in~router,. the operator
will cut @ tape of the message using ACP-126 procedure. See pages ,
18.8 19 for sample messages and sample calling and answering procedures.
Z. When cutting your tape, your machine must be in the K«T or T
posltlcn and the red REC hutton depressed. :
3,  Ali tapes must oe checked by your instructor before transm1351on.

PAGE FOURTEEN




TITLE:

III.

TELETYPE‘GiRCUIT OPERATION-(con*f)

';4. a) Free net - Prlor to transm1551on of the message, the operator '
must. give the- receiving station a preliminary call indicating he has
‘a2 message for transmissiom, (Example. 5 sp 2 ¢r l 1f 12317 NHKM DE

NBIO P K 2 ¢cr 1 1f)}. BT

" b) Directed net - Permission must be obtained from tha Ne: Conhrol

Station pr1or to preliminary communications with. the receiving station.

(Example: 5 sp 2 or 1 1f 13452 T6TO DE NBIO P NHKM K 2 cr 1 1f).

‘5. When you. have received.a K fgo ahead) rom the receiving station,
 place your tape in the TD, give a preliminary czll (Example: 5 sp

‘2 cr 1 1f 12332 NHKM DE NBIC 2 cr 1 1f)} then send your messages

6. Outgoing messages ARE NOT ]oggru ir circuit logs on noquautouwn
clreuits. : '
7. When the statlon has receipted for the-maaquoeg place a T cn the

TTY copy, leave carbon copy on the TIY (This is your OFFICIAL LOG).

Return message rough and original TTY copy to the in=-router.

“Incoming messagéss e e : Y
1. Upon receipt of a messageg check it th ough*y \Wead¢ng, text and

ending) -fer completenesap

"2y, When it is complate and cnrvect5 acknOWLeﬁge recelp of the message.
_.(Example, 1445Z NHKM DE NBIO R AR -=-or-- Message identification can be

used, i.e. R 1313332 AR).

3.. Log in the. message in the c1rcu1t log.as follows:

'(1) Enter -the first message received on the radie day in the
space in the log opposite number ﬁl The CALL SICGN of the
'transmlttlng station and the Date-Time-Group will be entered.
(2)'Enter -succeeding messages as they are received.
{3) Transcribe the number used on the message *ocoru form to the
‘ face of “the received message.
4, Place a TOR on the TTY copy of the message. Tear off the original

“TTY copy, leave carbon on TTY (This is your OFFICIAL LOG J- Pass the-
.message to the in-router

General Operating notes and proceduref

A. Listen and ensurn CliCUlt ig clear before transmiitting. Use your
audio menitor.

B. Transmit a 8-1§ 3ccond phase pricr te esch traneamissisn (QRESTES)n
C. Depress the RPT and LIRS keys prior to the PRI light gciﬂg out.
Keep RPT and LTRS keys depressed for approxiamately iwo {2} to three (3)
seconds after P&I light goes out, then start Wluh your beginning pro-

cedure, i1.8., 5 sp 2 cx 1 1f, etco,no
D. Use time entries prior to each transmission,

E. Remove carrier from the air when transmission is compiet@o

F.  USE PROPER CIRCUIT PRCCEDURE - prcsigns, op-sigs, etc...remember
the correct use of IMI and INT. THINK. USE ACP=~]131.

G, "Bring high precedence incoming traffic (Immecdiate and above) to the
attention of the in-router immediately.

He Maintain that portion of the status board that pertains to your

clreuit.
I. Keep vyour instructor and the in-router informed of changes in the
operational status of vour c¢ircuit.
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TITLE: TELETYPE CIRCUIT OPERATION (con't)

J. It is normal for your TIY to garble after receiving a transmission
on a simplex ORESTES circuit. This can be rectified by momentarily
depressing the send button on the KWX-8,

(D Rz Aee ~o TrRovE: sHooT '3,!’,6,[«). SYsTEMN o fuwok DAGRAM
QTEPS#ﬁDdngS%g%IL\QFP
a isovAaATE oQdLEm T Youl FosiTiow . : .
® Wk dact Sancy. oo, M'MM~ 9
@ Roda Kwiy- ._Jlﬁ\%‘)‘bﬂ@( \,fm Jl-ag}\fm\
Q"\ 4“?&\:&%%]@\)WW(WA ,
(3 Ku‘bm%a‘ou "ToR — QSF..qbw' %@.W\iﬂ&?w
b= OD ¢® &~ ODEE
F =000 N> ©
LLSTFRSS|QL€ 'i-:b.ut.-rv QOMPUNENT'.S (/,SING QLOCK Dli?&’ﬁﬂ?ﬂ
(9 CorRect TRouse By m Com?oﬂéﬂfs[@"‘—gl-’s‘*'eﬂ mgfép@

& Converter OF;: — C;‘{j T'Tf wﬂx’ﬂ? Uf

AoiderSuorry Cwqg 7Y GmrBLES
Lopse  JwopdT To  ChE ~ SARBLE 'é(&_b_r& ~ Ao oo R\GWE oF tevPro —_
1 . . Q*’B - CpeeDd . 211{5) -QFF'QPGR}MJ TP gy P‘JSE)
& v gARBLE — SA 724 RIPSt et (35) g7.9( Zﬁ;gfﬁ%
BoTh RuUu pfen — .75, WY , ;¥

CH B wokmar, eHE Ryws olEn — i2uf AT, Fuse o
TTY inTegnaL teod — GARGBLE

& 14— Live o T&EsT (Mﬁf?'eﬂ 4 PRAEE | NO S/gnAc ou%
CARRIER READY , PRASE, SIENAL ouT,
Pow - L&y

&

T4 RunS OPEN — ALc = LEFT o= ¢S oRcefr €3
No ReApy LeT— B34 71
TTH GARBLES — 973,/253 #RR 27(ser s )

‘ €1824RY |
IF Tt4 DoESN'T SEND cuT (li@deoﬁzb Lc.c#.k%"b) , Pusic SEND BuTTOA od K 182 3.;
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EXAMPLE OF A MESSAGE TRANSMITTED IN THE AUTODIN SYSTEM
—

Assume that Prellnmary coqmumcatmns has been establlshed.

VZCZHKTHEL
PTTCZY U RUCUHRGgF22 36ll°lﬁaCCLL»~RUCGRMA RU&EHQA.
ZiY GCCCe
Poolisigil SUN 72
Fd 'USE_) :{OLJi;L{l K HURT INGTON

‘l{m‘\/ FAYCO S TA SAINRRIDUE D
“fu;_muvumeﬂumrE :

CONFIDENTIAL //wﬁafﬁs//

TR TR R ‘
AUTODIN HEADER
—At least ’/ inches of letters '

veezc (i) /N (2)\l,< =6 Cit WORE ss), CR HCRE LIRS ({]/)

(3)TT{slzvul  _(5) - {6) _ (1) -\|_/'(81.4\'—-\1’ (9) 4\\[/<<:

CIRCUTT CHANNEL DESIGHATOR , ' :
. CHANHEL NUMBER, 3 DIGITS, (TAKEN FROM CIRCUIT SEND LOT)
. PRECIDERGE
CLASSTFICATION
srug NG STATIONS ROUTING INDICATOR.
ATIGH SERIAL NUMBER, FOUR DIGITS.
,ru Al DATE AND TIME OF FILE, (TOTAL 7 DIGITS COMBINED)
CLASUYFICATION, FOUR TIMES.
ADDRESEE(S) ROUTING INDICATCOR(S) (MAX FOUR FIRST LINE)

=

P E2 TR 0 -3 O S Lo R

1 SECURITY WARMING SIGHAL (ZNR/ZNY)

11, CLASSIFICATICN-3 TIMES

1 STATION SERIAL NUWBER

FOLLCWED BY FORMAT LINES 5 THHOUGH 12 |
3T (4(::’?9 e

i (12) N/((Z'::::::_:::
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TITLE: EXAMPLES OF PRELIMINARY CALLS AND SAMPLE MESSAGES FOR NON-AUTCDIN CIRCUITS

, ~
I. Sample preliminary calls for transmission in ACP=126 procedure.

A. Situation: Directed net
T6TC CTG TWO ZERO PT ONE == Nat Control
NHKM USS ROBERT K HUNTINGTON
NBIO USS MEREDITH

Example #1:
NBIO has a priority message for NHKM

18252 TeTO DE NBIO P NHKM K

1825Z NBIO DE TeTO QRY1 AR

18262 NHKM DE NBIC P K

18267 NBIC DE NHKM K

1826Z NHKM DE NRIO {START TAPE HERE)

Example #2:
NHKMVhas an immediate message for TETO and NBIO

1917Z T6TO DE NHKM O TeTO NBIO K

1917Z NHKM DE T6TO K
1918Z NHKM DE NBIC K

1919Z T6TC NBIO DE NHKM (START TAPE HERE)

Example #3: —~
T6TC has a routine message for NBIO
pP432 NBIO DE TATO R K
432 T6TO DE NBIO K
@#44Z NBIO DE T6TO (START TAPE HERE)
B. Situation: Frese not
NHKM USS ROBERT K HUNTINGTON
NBIO USS MWEREDITH

Example #1:
NBIC has a routine message for NHKM

22212 NHKM LE NBIO R K
2221Z NBIO DE NHKM K
20227 NHKM DE NBIG (START TAPE HERE)

IT, Sample messages prepared for transmission in ACP-126 procedure:

Example #1:

Message prepared for transmission when sending station is in DIRECT
communications with all addees. Assume preliminary communications has already
beenh extablighed.
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TITLE: SAMPLE MESSAGE (con't)
S )
ACTICN ~ CTG 2¢.1 INFO - USS ROBERT K HUNTINGTON

(12 or more LTRS, B5-sp 2 &x .1 1f)
NHKM T6TO DE NBIO

NHKM ZFH2 .

0 2514447 MAY 72

BT

(TEXT)

BT

K (2 ¢r 8 17)

NNNN (12 or more LTRS)

Example #23 '
Message prepared for transmission when sending station is not in direct
comnunications with all addees but will-protect via anothér circuit for.
these . addees. Assume preliminary'communications. has already been.established.

(12 or more LTRS; 3 sp 2 c¢r 1 1f)
P 296322Z MAY 72

EM USS ROBERT K HUNTINGTON

TO USS MEREDITH

ZEN/CTF TWO ZERO

ZEN/USS AMERICA

X (2 ¢cr, 8 1f)
NNNN {12 or more LIRS)

Example #3:
Message prepared for transmission when sending statlon is not in direct
communications with all addees and the receiving station is required to
g relay., Assume preliminary communications has already been established.

(12 or more LTRS, 5 sp 2 ¢xr ) 1f)
T
R 2614332 MAY 72
FM USS ROBERT K HUNTINGTON
: TO CTG TJO ZERO PT ZERO
5 INFO USS MEREDITH
: BT
{TEXT)
BT |
K {2 cr, 8 1f)
NNNN (12 or more LIRS)
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INFORMATION SHEET
TITLE: BROADCAST TRAFFIC HANDLING | ~
INTRODUCTION

Thlb lnformatlon sheet is designed to prov1de basic information on the handling
of messages received on the fleet brosdcast. A thorough understanding of
this information is essential for proper meintenance of the broadcast file.

'_ SUBJECT MATTER

1. The BRQADCAST OPERAIOH receives 1ncom1ng traffic from the fliset broadcast,

ma intaining number continuity Gn each channel. ,

2, As messages dre ;eﬁelvec, ne operator checks each addressse in the heading
with thoge on the guerd list to cecermine'if the message is to be pulled (Messages
concerning your command).

. @s Messages of no concern to the command need only be initizled and filed
in numerdcal. order. .
NOTE; Messages may be allowed to accumulate on the teletvpe urtil the length
of thé paper is 12 to 18 inches. Then at the end of s massage, tear
off the paper and file on the broadcast file board. DO HOT ‘zar off the
paper’ in the middle of a message. If = message 1s exuremely long, fold the
bottom under.
by {1): Messages to be pulled are *aken from the feletype as received. The
operator places the TOR consisting of Time/Date/Initi aia (i.e. TOR: 17172/
15 JUN 7248 o ) on. this copy. Mexe the following notation on ths botitom
of the messdfe received just before the message pulled: BUSA f#___(oxr BUSN
#__ PULLED FOR W/U}. Also indicate the DIG and ORIGINATCR of +4he pulled
méssage - (1.6, BUSA #112 PULLED FOR W/U, 1517252 JUd 72 Fif CNOJ.

(2) Deliver pulled message to the in-router. -
(3) ‘After the message has been processed, the in-router wiil return it to
yaus File it in the appropriate place in the broadcast files
3. Number continuity is maintained us;nc the BROADCAST NUMBER CLECkuOFF SHEET
as follows:
as  As Broadgast NUﬁDE“S are received, circle the clazsifigation for the
COTTres pondlnq numnber
he If the message is of ooncerng circle the number in the L
c. Black out the number on the log aefter the message has been
you and you have filed it.
d+ Misging numbers will be listed on a seperate missing numbers iist and
brought to the attention of the in =z ou rar IWMEDLA“EL‘b
4, Messages received with no broadcast number (stragglers)} are handled the
same as any ether messageg but with an 1ndicaticn on the messace as to what 4
broadcast number it followed. No indication is necessary on the chack-off sheet.
5+ HNumbers not received due to bad reception, faulty equipment, etc,, (missing
numbers) are NOT checked off on the broadcast check=off sheet. Messages received
with unreadable neadings are classified as missing numbers. Numbers not received
due to misnumbering at the shore statlon {open numbers) are indicated as missing
on the check*off.sheet° ALL OPEN OR MISSING MUMBERS WILL BE SROUCGHT TG THE AT-
TENTION OF THE IN-ROUTER AS THEY CCCUR AND LISTED ON THE MISSING NUMBERS LIST.
6. Remprun {ZFG) traffic may be discarded after determining that it has already
been received. —
7. AT THE END OF A 140 SERIES OF NUMBERS (i.e. 3@l to 4#@), PLACE THE CHECK-OFF
SHEET ON TOP OF -THE MESSAGES, CLAMP OVER THE FASTENERS AND TAKE IT TC YOUR IN
STRUCTOR FCR CHECKING AND FILING INSTRUCTIONS.

Dont Fue RY® | PAGE TWENTY
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TITLE: AUTHENTIGATION PROGEDURES
N

INTRODUCTION .

This information sheet is designed to re~enforce what you have already learned
about authentication procedures. Authentication is mandatory on all uncovered
circuits on the Prac-Deck.

SUBJECT MATTER

1. The procedures for authentication are basically the same on all types of
circuits {Voice, ©W, etc.). For the purpose of illustration a voice circuit
will be used.

2. CHALLENGE AND REPLY

A. The station keing galied is the only station suthorized to initiaste a
challenge. ' '

B. The Challenge: Randomly select any two letters or number letter
combination as the.challenge. Do not use your initials, girl friends
initials, etc. Do Not repeat the same challenge.

C. The Reply: Using the appropriate time block from the KTA-23#A
training table and the KLI-~12, determine the reply as follows:

First letter = windows one or two
Second letter - windows two or three

DO _NOT SELECT beth letters from the same window.

D. Verification: The challenging station must then verify the reply.

EXAnPLE; JAGUAR DE RELENTLESS - COMF UP CIRCUIT THREE BRAVO OVER

RELENTLESS DE JAGUAR - INTZNB G S K
JAGUAR DE RELENTLESS « ZNB Y K K
RELENTLESS DE JAGUAR - R AR

REFERENCE: KTA-238
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TITLE: DUTIES OF THE VOICE CIRCUIT OPERATCR
INTRODUCTION
l. This information sheet is designed to assist you in performing your duties

as the Voice Circuit Operator on the PraceDeck. Proper circult operation and
observation of the circuit discipline is a must for the smooth flow of traffic

on your circuit. A thorough knowledge and proper usse of radiotelephone procedures

by the radicmen aboard your ship or station is one of the quickest ways to es-
tablish a good communication reputation for your command.

2. Sometime during your waich you will be tested on construction of the
NOVEMBER system.

SUBJECT MATTER
1, PURPCSE

A. The primary purpose of the voice circuit, as used on the Prac~Deck, is
85 gommunication ce-ordination.

(1) Problems may arise that make it difficult or impossible to comm-
unicate on one of the several feletype circuits your ship is guarding.

With a direct voice link between ships, or your ship and shore stations,

many of fthese problems can be resolved in a matter of minutes.

(2) Such things as frequencies in use, equipment status, estimated
down time on & circuit, etc., are the most common types of communica~
tions passed on coordination nets. Be security conscious at all times.
Remember this is an UNCLASSIFIED circuit.

B. MESSAGE TRAFFIC

(1) Official messages, both tactical and administrative, are often
sent on the volce clrcuit.

(2) It is your responsibility to send and receive these messages
accurately on vour circuit, using correct radiotelephone preocedures.
(3) ACP 125 is your rafevence publication.

C. CIRCUIT LOGS

{1) Complete circuit logs must be maintained by the voice operators..
This includes circuit outages, freguency changes, etc.

(2) Use the "Sample Message Log" to refresh yourself on proper Log-
Keeping procedures.

(3) Circuit Logs are FILED AT THE END OF THE ZULU DAY AND NEW ONES
STARTED.
D. GENERAL OPERATING PROCEDURES

(1) Speak siowly and clearly into the handset.

(2} Spell phonetically difficult words and un-pronouncable abbreviations

{3) Request radio checks when you think communications may have been
lost, but not more cften than every firteen minutes.

(4) Notify your instructor and in-router immediately of any change in
circuit status.

(%) Challenge and reply authentication must be used at all times.
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_ TITLE: DUTIES OF THE VOICE GIRGUIT OPERATOR (con't)

F. OUTGOING MESSAGES

(1) Upon receipt of an outgoing message from the in-router:
a. Check to see that it is in proper format and is UNCLASSIFIED.
b. Obtain a turn from net control.
ce. Send the message.
d. After a receipt is obtained, make the proper operator
endorsement on the message.
e. Maintain your log properly.
f+ Return the message to the in-router.

G. INCOMING MESSAGES

(1) Copy the heading of the message in your log.
(2) Insert a clean half-sheet of paper in your typewriter and copy
the text of the message. .
(3) Obtain repetitions as needed until you are sure you have a com-
plete and correct message.
(4) Check all voice call signs for validity (JANAP-119).
(5) Receipt for the message.
(6) Place the proper operators endorsement on the message.
(7) Maintain your log properly.
" (8) Turn in the complete message to the in=-router.

H. 1IF YOU HAVE ANY QUESTIONS -- ASK YOUR INSTRUCTOR.

NOTE: If a message is sent to two or more addees on the voice circuit and one
station challenges the station sending the message and the reply {(authentication)
is correct, it is not necessary for the other station to challenge.

REFERENCE: ACP-125
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SAMPLE VOICE LOG
Y
RADIC LOG '
OPNAV FORM 281g-1 (REV 11-58)
ACTIVITY: OPERATOR | CREW CIRCUIT FREQUENCY
USS HEREDITH RMSN JOHN Q DOE 3 | COMM/COORD 2716 KHZ
| VOICE
TIVE | : TRANSMISSION
150 SET WATCH THIS CIRCUIT -ALL TIMES ZULU
15p4 | JAG DE REL RDO CK K
: | REL DE JAG R K
1584 ! JAG DE REL R AR .
1589 { JAG DE REL R K NG9O
! REL DE JAG K (. §23 % §9 :
i JAG DE REL R 1314474z JUN 72 %
| Eti FASTCHARGER TO JAGUAR INFO CUSPIDOR BT (7 %
- (SEE FILES) BT K 09 2 i
1515 REL DE JAG NI WA ASSIST K o tséo o
JAG DE REL IMI WA ASSIST IN K / iws 97 <) i
1517 REL DE JAG INT ZNB AQ K ZG = 290 ;
JAG DE REL ZNB 1Y K ¢
1519 'REL DE JAG R 13144/Z AR B
1524 ' NO SIGNAES 277 g . ;
1529 NO SIGNALS a5, /6,925 ~
1534 ?E_{l:L DE JAG P K 7785 ;70’9_,_/
| JAG DE REL K She 998
1538 jREL DE JAG P 1314112 JUN 72 R L e
g o FM JAGUAR TO RELENTLESS INFO AMERICAN 27"
CHIEF BT (SEE FILES) BT K - SRS
1543 1JAG DE REL INT ZNB DZ K - oA
| REL DE JAG ZNB KT K
1545 JAG DE REL R 131411Z AR g
1549 CIRCUIT 3ECURED BY (PERSON WHO AUTHORIZED SHUTDOWMN) ZKJ1 ZKJ2
; RISN JOHN Q DOE
*k NOTE: USE PROSIGNS/ACP-131 WHENEVER POSSIBLE FOR BREVITY AND .
NEATNESS . USE ONLY RECOGNIZED ABBREVIATIONS SO THE LOG IS '
UNDERSTANDABLE .
| 3‘
DATE PAGE NR
| 13 JUN 72 &1
25
&9 Y N
022’-—-_5' cHY Sg?btai- ~
200 ‘ s
L
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